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Bootcamp Structure
PREWORK

Prior to the start of the Bootcamp, learners will 

complete the self-paced Prework module, whose 

objective is to bring everyone to the same level of 

technical expertise.  

FOUNDATIONAL MODULES

The first part of the Bootcamp covers the 

foundations of cybersecurity. This includes 

the modules Bootcamp Introduction, Network 

Administration, Introduction to Cybersecurity, 

Network and Application Security, and Incident 

Handling. 

MIDTERM

After the first part of the Bootcamp, learners will 

take a midterm exam. They are expected to achieve 

a grade of 60% to pass. 

ADVANCED MODULES

The second part of the Bootcamp dives deeper into 

advanced topics and introduces students to different 

areas of specialization. These modules include 

Forensics, Malware Analysis, Ethical Hacking and 

Incident Response, Secure Design Principles, Risk 

Management, and Threat Intelligence.  

FINAL ASSESSMENTS

During the last module, bootcampers will complete 

several final scenarios and a cumulative final exam. 

They are expected to achieve an overall grade of 

60% in their final assessments to pass the Bootcamp. 
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VI. FORENSICS
In this module, bootcampers will learn digital forensic 
processes for analyzing threats in digital devices. This 
includes identification, recovery, investigation, and validation 
of digital evidence in computers and other media devices.  

Topics Covered: 
•	 Computer Memory Forensics, Memory Dump Analysis

•	 FTK Imager, Autopsy, Redline and RAM capturing

•	 Digital Evidence Acquisition Methodologies

•	 Registry Forensics 

•	 Windows Timeline Analysis and Data Recovery

•	 Network Forensics, Anti-Forensics and Steganography

TOOLS: Volatility Framework, FTK Imager, Autopsy, 

NetworkMiner, Wireshark, OpenStego, ShellBags 

Explorer, winmd5free, Magent RAM Capture,  

Redline, HxD

V. INCIDENT HANDLING
In this module, bootcampers learn about the most common 
types of cybersecurity attacks. They will practice detection 
and analysis of incidents as a Cybersecurity Analyst would in 
real life. They will also analyze different attack vectors and 
their attributes and identify false-positive cases. 

Topics Covered: 
•	 Detection and Analysis of Cyber-Attacks – DDos/Dos, 

Brute-Force 

•	 OSWAP Top 10 Attacks – SQL Injection, Cross-Site 
Scripting

•	 Group and Individual Incident Report Writing 

TOOLS: Splunk

VIII. ETHICAL HACKING AND INCIDENT 
RESPONSE 
As future Cybersecurity Analysts, it is essential for 
bootcampers to understand offensive methodologies in 
cyber warfare. In Ethical Hacking, they will learn how to 
perform cyber-attacks, which will provide them with insights 
on cyber defense best practices, vulnerability assessments, 
forensics, and incident response processes. In Incident 
Response, bootcampers will learn the relevant response 
methodologies used once an attack has occurred. They will 
overview identifying cybersecurity breaches, insider/outsider 
threats, incident response life cycles, performing relevant 
assessments, and developing protection plans.    

Topics Covered: 
•	 Ethical Hacking Processes and Methodologies

•	 Network Hacking, Reconnaissance, Google Hacking and 
Locating Attack Vectors

•	 Exploitation Techniques

•	 Web Application Hacking, OWASP Top 10 – XSS, SQL 
Injection, Manual and Automated Attacks

•	 Post Incident Activity 

TOOLS: Metasploit, SQLMap, Nmap

VII. MALWARE ANALYSIS 
Bootcampers will learn different techniques for analyzing 
malicious software and understanding its behavior. This will 
be achieved using several malware analysis methods such 
as reverse engineering, binary analysis, and obfuscation 
detection, as well as by analyzing real-life malware samples.  

Topics Covered: 
•	 Dynamic Malware Analysis, Reverse Engineering and 

Malware Obfuscation

•	 Fileless Malware Analysis

•	 Containment, Eradication and Recovery Malware 
Stages

•	 Android APK Analysis 

TOOLS: HashCalc, Exeinfo PE, PDF Stream Dumper, 

FileAlyzer, HxD, Yaazhini Vulnerability Scanner, APK Tool, 

Ghidra, HashCompare, UPX Easy GUI, Wireshark
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X. RISK MANAGEMENT 
In this module, bootcampers will learn about risk 
management, and dive into the cybersecurity aspects 
involved. In today’s world, almost any action can become 
a potential risk. Therefore, bootcampers will learn risk 
management methodologies and processes that will assist 
in effectively managing such risks – while understanding that 
not all risks can be eliminated immediately.

Topics Covered: 
•	 Risk Management Processes

•	 Analyzing, Prioritizing, Evaluating and Monitoring 
Severity of Internal and External Risks

•	 Risk Management Policies, Procedures, Standards, and 
Guidelines 

•	 Security models

IX. SECURE DESIGN PRINCIPLES 
In this module, bootcampers will learn about trend analysis 
and how to perform it. They will become familiar with the 
newest cybersecurity trends, threats and more. Furthermore, 
bootcampers will learn cybersecurity design best practices, 
as well as how to assess and detect security design flaws.  

Topics Covered: 
•	 Trend Analysis

•	 Artificial Intelligence in Cybersecurity 

•	 Zero-Trust Policy

•	 Best Detection Methodologies

•	 Incident Impact Mitigation• 


